	<company logo>
	Architecture Review Questionnaire

.



Application data flow diagram

(Visio representation of the end-to-end data flow diagram with URLs, data passed, connections types, etc)

Systems / Network diagram


(Visio representation of the systems / network diagram supporting the end-to-end data flow)

Presentation Layer (front-end web servers)

· Client communication and network port requirement to the services
· HTTP / HTTPS?
· Proprietary TCP/UDP connections (not port 80/443)?
· Persistent TCP connections via HTTP tunnel (commonly used for quote streamers)?
· Other?
· Client platforms supported

· Windows XP/2000?

· Linux (RedHat, SuSE, Debian, custom)?

· Other?

· Client applications
· Browsers (IE 5.5+, Mozilla, Opera, Konqueror, etc)?
· Java Applets (MS JVM, Sun JVM 1.4.2)?
· ActiveX Controls?
· Thick Clients (Java, VB, C++)?
· Other?
· Client authentication methods
· Username/Password forms?

· HTTP 401 Authorization Challenge?

· Client SSL certificates?

· Other?

· Client session fail-over and recovery mechanism (if original web server is offline)

· Client required login again (session lost)?

· Session maintained with seamless recovery via the IP-Dispatchers to allow clients to get to another front-end server?

· Maintained within the same data center?

· Maintained across multiple data centers?

· Client session management
· Stored cookie information?
· URL-Rewrites?
· Other?
· Server side content  publication/distribution system

· Vignette?

· TeamSite?

· Documentum?

· Other?

· Server load balancing mechanisms (IP-Dispatcher)

· Sticky vs. non-sticky?

· SSL session ID?

· URL parameter?

· Round-robin?

· Cookie information (if SSL accelerators/termination used)

· Other?

· Server OS platform

· Linux (RedHat, SuSE, Debian, custom)?

· Windows 2000/2003?

· Solaris, AIX, HPUX?

· Other?

· Server Web Server platform

· Apache / Tomcat / Stronghold?

· Microsoft Internet Information Server?

· Netscape?

· Secondary software requirements

· Sun JDK 1.4.2 (JDBC drivers, graphic libraries, etc)?

· Perl (DBD/DBI modules, mod_perl, etc)?

· MQ client?

· Other?

· Peripheral server applications for content generation

· Streaming Quote Server application?

· Chart server application?

· Search engine?

· Other?

· Service running profile

· Windows based service?

· Linux/Unix based daemon?

· GUI application requiring console login to start?

· Service monitoring and alerts 

· Sends SNMP traps?

· Sends SMTP messages?

· Sends syslog messages?

· External log scraper program of output logs?

· External application (ie: SiteScope, BMC Patrol)?

· APIs to allow third party to integrate the content and services?

· Published API and content retrieval methods (ie: allow quote tracker usage)?

· Performance and capacity

· Average concurrent users?

· Recommended concurrent users supported (before degradation)?

· Maximum concurrent users supported?

· Transactions / Trades per second supported?

· External monitoring / benchmarking measurements (ie: Keynote, Gomez, etc)

· How is the information monitored?

· Log parsing?

· Real-time statistics kept within specific URLs? (ie: apache server-status?)

· Windows Perfmon modules?

· Unix top / vmstat / iostat?

· Content transformation engines

· HTML -> HDML, WML, etc. (ie: Cisco CTE)

· Dynamic language selection and rendering (Chinese content via cookie settings)?

· External / third party content (news, research, market data, etc)

· Pre-populated via content publication/distribution service?

· Fetched on a per-request basis directly from 3rd party site?

· Fetched on a per-request basic via Application or Messaging Services?

· Dynamic upload in timed intervals?

· Other?

· Dynamic content

· Page construction via “portlets”?

· Pre-populated content at timed intervals?

· Per user customization for content subscription and layout?

· Server side dynamic content caching/acceleration

· Hardware based (ie: Cisco Cache Engine)?

· Software based (ie: Squid, ChutneyTech, custom app)?

· External vendor (ie: Akamai)?

· Server side static content caching/acceleration

· Hardware based (ie: Cisco Cache Engine)?

· Software based (ie: Squid, ChutneyTech, custom app)?

· External vendor (ie: Akamai)

· Server communication method and network port requirement to the Business / Messaging layer

· SOAP /  RMI / CORBA / EJB / RPC?

· Proprietary TCP/UDP connections?

· Via Messaging Services (WebSphere MQ, MSMQ)?

· RDBMS (Oracle OCI, SQL ODBC, JDBC)?

· Other?

· Server ratio to the Business / Messaging layer

· One to one stateful connection (ie: 1 web server to 1 application server)?

· One to many stateless connections (ie: 1 web server to 20 application servers)?

· Many to one stateful connection (ie: 3 web servers to 1 application server)?

· Many to many stateless connections (ie: 100 web servers to 20 application servers)?

· Other?

Session Management 

· Session data store location

· Presentation layer?

·  Business / Messaging layer?

· Backup / DB layer?
· Server session management
· Inactivity timeout value of client connections?

· Per server basis (ie: IIS ASP session table, Apache session)
· Centralized application server (ie: WebSphere, IIS ASP->DB)
· Centralized at the Backend / DB layer (ie: Oracle, SQL, Sybase 
· Other?
· Session sharing/passing with partner websites?
· Via cookie information?
· Via URL parameters with session and return-URL information?
· Backend session updates?
· Other?
· Session keep-alive method while client is at the partner web site?

· Image “ping” (ie: 1x1 transparent image pixel to the front-end server)

· Backend session id updates?

· Other?

Business / Messaging Layer

· Messaging Services

· WebSphere MQ?

· Microsoft MSMQ?

· Other?

· Application Servers

· WebSphere / BEA WebLogic?

· JBoss / Tomcat?

· Oracle Application Server?

· Microsoft .NET?

· IPlanet?

· Other?

· Impact to front-end servers during a failure?

· Front- end servers will need to be restarted?

· Front-end server will reconnect to another available application server automatically?

· Other?

· Fail-over, recovery and load balancing

· Incoming requests distributed to multiple Business / Messaging servers via IP-Dispatcher?

· Sticky vs. non-sticky?

· SSL session ID?

· URL parameter?

· Round-robin?

· Cookie information (if SSL accelerators/termination used)?

· Other?
· Incoming requests distributed based on front-end server plug-in’s internal logic?

· Available method for client systems to connect to the services?

· SOAP /  RMI / CORBA / EJB / RPC?

· Proprietary TCP/UDP connections?

· Via Messaging Services (WebSphere MQ, MSMQ)?

· RDBMs (Oracle OCI, SQL ODBC, JDBC)?

· Other?
· Server Web Server platform (if front-end servers utilizes HTTP based communication mechanism to the Business / Messaging Layer)

· Apache / Tomcat / Stronghold?

· Microsoft Internet Information Server?

· Netscape?

· Other?

· Client platforms supported

· Windows XP/2000?

· Linux (RedHat, SuSE, Debian, custom)?

· Other?

· Client authentication methods
· Internal Username/Password?

· Internal HTTP 401 Authorization Challenge?

· Front-end server with  SSL certificates?

· Other?

· Server OS platform

· Linux (RedHat, SuSE, Debian, custom)?

· Windows 2000/2003?

· Solaris, AIX, HPUX?

· Other?

· Server Web Server platform (if service requires a web based data transport)

· Apache / Tomcat / Stronghold?

· Microsoft Internet Information Server?

· Netscape?

· Secondary software requirements

· Sun JDK 1.4.2 (JDBC drivers, graphic libraries, etc)?

· Perl (DBD/DBI modules, mod_perl, etc)?

· MQ client?

· Other?

· Peripheral server applications for content generation

· News and Research (ie: Comstock, Reuters, Sungard, etc)?

· Quotes (ie: Comstock, Reuters, Sungard, etc)

· Other?

· Service running profile

· Windows based service?

· Linux/Unix based daemon?

· GUI application requiring console login to start?

· Service monitoring and alerts 

· Sends SNMP traps?

· Sends SMTP messages?

· Sends syslog messages?

· External log scraper program of output logs?

· External application (ie: SiteScope, BMC Patrol)?

· APIs to allow third party to integrate the content and services (bypassing front-end server)?

· Published API and content retrieval methods (ie: allow quote tracker usage)?

· Performance and capacity

· Average concurrent users (related to front-end server connection ratio)?

· Recommended concurrent users supported (before degradation)?

· Maximum concurrent users supported?

· Transactions / Trades per second supported?

· External monitoring / benchmarking measurements (ie: Keynote, Gomez, etc)

· How is the information monitored?

· Log parsing?

· Real-time statistics kept within specific URLs? (ie: apache server-status?)

· Windows Perfmon modules?

· Unix top / vmstat / iostat?

· Server communication method and network port requirement to the Backend / DB layer

· SOAP /  RMI / CORBA / EJB / RPC?

· Proprietary TCP/UDP connections?

· Via Messaging Services (WebSphere MQ, MSMQ)?

· RDBMs (Oracle OCI, SQL ODBC, JDBC)?

· Other?

· Fail-over, recovery, and load balancing of connections to the Backend / DB layer

· Application / plug-in’s logic to detect failure and retries?

· Through IP-Dispatcher to detect server side errors (port availability, server response)?

· Server ratio to the Backend / DB layer

· One to one stateful connection (ie: 1application server to 1 backend server)?

· One to many stateless connections (ie: 1 application server to 20 backend server)?

· Many to one stateful connection (ie: 3 application servers to 1 backend server)? 

· Many to many stateless connections (ie: 100 application servers to 20 backend servers?)

· Other?

Backend / DB Layer

· RDBMS platforms

· Oracle 9i?

· SQL 2000?

· Sybase?

· Others?

· Peripheral server applications for content generation

· News and Research (ie: Comstock, Reuters, Sungard, etc)?

· Quotes (ie: Comstock, Reuters, Sungard, etc)

· Other?

· Available method for client systems to connect to the services?

· SOAP /  RMI / CORBA / EJB / RPC?

· Proprietary TCP/UDP connections?

· Via Messaging Services (WebSphere MQ, MSMQ)?

· RDBMs (Oracle OCI, SQL ODBC, JDBC)?

· Other?

· Impact to Business / Messaging servers during a failure?

· Front- end servers will need to be restarted?

· Front-end server will reconnect to another available backend server automatically?

· Other?
· Fail-over, recovery and load balancing

· Incoming requests distributed to multiple Backup servers?

· Sticky vs. non-sticky?

· SSL session ID?

· URL parameter?

· Round-robin?

· Cookie information (if SSL accelerators/termination used)?

· Other?
· Oracle 9i RAC active/active cluster?

· Sybase active/active cluster via Replication server?

· Log shipping (active/passive)?

· Client authentication methods (Business / Messaging layers)
· Internal Username/Password?

· Internal HTTP 401 Authorization Challenge?

· Front-end server with  SSL certificates?

· Other?

· Server OS platform

· Linux (RedHat, SuSE, Debian, custom)?

· Windows 2000/2003?

· Solaris, AIX, HPUX?

· Other?

· Secondary software requirements

· Sun JDK 1.4.2 (JDBC drivers, graphic libraries, etc)?

· Perl (DBD/DBI modules, mod_perl, etc)?

· MQ client?

· Other?

· Service running profile

· Windows based service?

· Linux/Unix based daemon?

· GUI application requiring console login to start?

· Service monitoring and alerts 

· Sends SNMP traps?

· Sends SMTP messages?

· Sends syslog messages?

· External log scraper program of output logs?

· External application (ie: SiteScope, BMC Patrol)?

· Performance and capacity

· Average concurrent users (related to front-end server connection ratio)?

· Recommended concurrent users supported (before degradation)?

· Maximum concurrent users supported?

· Transactions / Trades per second supported (specific for each type, GET, PUT, XML, SOAP)?

· External monitoring / benchmarking measurements (ie: Keynote, Gomez, etc)

· How is the information monitored?

· Log parsing?

· Real-time statistics kept within specific URLs? (ie: apache server-status?)

· Windows Perfmon modules?

· Unix top / vmstat / iostat?

File Transmission / Batch Jobs

· Listing of all jobs with frequency and size

· Hourly / Nightly / Weekly / Monthly?

· Other?

· Application supporting the jobs

· Custom C / Java / shell / Perl / batch programs?

· Secondary software requirements

· Sun JDK 1.4.2 (JDBC drivers, graphic libraries, etc)?

· Perl (DBD/DBI modules, mod_perl, etc)?

· Other?

· Job control engine type

· cron?

· Windows Scheduler?

· Autosys?

· Other?

· Encryption / hashing requirement

· PGP / DES / 3DES / AES?

· MD5 / SHA1?

· Other?

· Transport mechanisms supports

· FTP?

· SSH / SFTP?

· NDM?

· NFS?

· SMTP?

· Other?

· Communication requirement and network port requirement to external vendors

· VPN?

· Dedicated lines?

· SSL?

· Other?

Systems Infrastructure

· Server Hardware platform

· CISC based (Intel) 

· HP DL380 / DL580 / DL760?

· IBM xSeries?

· RISC based

· Sunfire systems?

· IBM pSeries / iSeries?

· Other?

· Server OS platform

· Linux (RedHat, SuSE, Debian, custom)?

· Windows 2000/2003?

· Solaris, AIX, HPUX?

· Other?

· Desktop hardware platform

· PC (ie: HP Evo 510)?

· Unix (ie: Sun blade)?

· Other?

· Desktop OS platform

· Linux (RedHat, SuSE, Debian, custom)?

· Windows 2000/2003?

· Other?

· Server / Desktop Management

· SMS / CA Unicenter / TNG ?

· Other?

 Storage Infrastructure

· SAN Fabric

· Brocade / Cisco / McData?

· Other?

· SAN storage

· Hitachi 9980v / XP1024)?

· Other?

· Host bus adapters

· Emulex / JNI / QLogic?

· Other?

· Direct attached storage

· SCSI / Fiber attached external arrays?

· Internal SCSI disks?

· Other?

Capacity Planning

· Review frequency?

· Performance threshold to determine the need to upgrade?

· Current utilization of the environment and room for growth?

· Monitoring procedures?

· Quality Assurance and Quality Control

· Dedicated server farm for QA?

· Dedicated server farm for QC?

· Software utilized

· WinRunner for regression?
· LoadRunner for stress testing?
· Manually via scripted procedures?

· Other?

Network Infrastructure

· Global local balancing

· Cisco CSS / LD?

· F5 3-DNS?

· Other?

· Local load Balancing 

· Cisco CSS / LocalDirector?

· F5 Big-IP?

· Other?

· SSL acceleration

· Cisco / F5 / Alteon?

· Other?

· Intra-site connectivity

· 10/100Mbs?

· 1000Mbs (fiber or copper)?

· Inter-site connectivity

· 1000Mbs Fiber connectivity?

· Other?

· Routers / Switches

· Cisco / Alteon / Foundry ?

· Other?

· Firewalls

· Cisco Pix?

· Nokia?

· Other?

· Remote Access

· Cisco VPN /  Nokia?

· IPSec / DES?

· Other?

· Connectivity diversity and recovery

· Load balanced lease lines (ie: load balanced T1 lines)?

· ISP diversity (ie: BGP across multiple ISPs)?

Disaster Recovery

· Data Center Environment

· Remote access to system consoles?

· Redundant power feeds?

· Redundant cooling and fire protection systems?

· Diversity in cabling into the data center (ie: separate conduits for patch runs)?

· Diversity in cabling into the building (ie: separate conduits for ISP links)?

· Availability of secondary command center (ie: Network Operation Center, etc)?

· Availability of secondary corporate operation center (ie: order room, etc)?

· When and how are disasters declared and communicated?

· What is the recovery time objective (ie: within 4 hours, previous day, etc.?)

· What is the recovery point objective (ie: recovery to last 30 min of transactions, previous day)?

· Availability of a redundant data center

· Same capacity as the Primary site?

· Systems are access in parallel with  the Primary Site (Active / Active)

· Systems are replicated continuously from the Primary site (Active / Warm) but no access by the customers?

· Systems are available but data restore must be performed in an event of a disaster before customers can access the site?

Archival and Backup


· Tape backup infrastructure?

· Library tape and capacity?

· NetBackup / BackupExec?

· Other?

· Cold storage (SEC 17a-4)

· Optical disks?

· EMC Centera / Netapp SnapLock?

· Other?

· Media retention period

· 7 years for customer data after account closing?

· 2 years’ worth of data online (ie: spinning disk)?

· 3+ years’ worth of data off lined to tape?

· Other?

· Offsite media storage location

· Iron Mountain?

· Other?

Change Management

· What are the change procedures?

· How are dependencies tracked and identified?

· How are impacted users notified of a down time?

· Will Release note be available for all code promotion/updates?
· How far in advance will <COMPANY OR DEPARTMENT NAME> be notified for scheduled maintenances?

Support Matrix

· Is there 24/7/365 Operational support?

· Helpdesk / Workflow process for problem resolution?

· Existing SLAs for resolutions and escalation procedures?

· Operation / Engineering contacts and roles?

· Development contacts and roles?

· Business contacts contact and roles?

Security

· Dedicated security group?

· Roles and responsibilities? 

· System authentication

· Self-contact username/password list on each server?

· NT 4.0 domain

· Directory Service (ie: Active Directory, OpenLDAP, etc)?

· Radius?

· Other?

· Single-Signon facilities

· RSA / Site Minder / Netegrity?

· Other?

· PKI infrastructure?

· Anti-Virus and SPAM protection

· Host based?

· Network based?

· Mechanisms to detect a security problem?

· Network IDS (ie: Cisco, Nokia)?

· Host IDS (ie: ELM, RealSecure)?

· Other?

· Security requirement for data transmissions

· Encryption / hashing requirement

· PGP / DES / 3DES / AES?

· MD5 / SHA1?

· Other?

· Transport mechanisms supports

· FTP / SSH / SFTP / NDM / NFS / SMTP?

· Other?

· Communication requirement and network port requirement to external vendors

· VPN?

· Dedicated lines?

· SSL?

· Other?
· Does the system infrastructure support multiple firms’ data on the same set of servers (co-mingled data)?

· Does the network infrastructure host multiple firms’ servers on the network without firewall protection?

· What is the frequency of the security review performed by a third party?
· Is there a separation of duty (ie: between a system administrator and a DBA)?
· What are the controls in place between system administrators and DBAs?

· Is it possible to perform an independent security review of the environment by a third-party reviewer or the <COMPANY OR DEPARTMENT NAME> Security staff?

· Is it possible to receive, before implementation, a report of all attempted and successful break-ins to the hosted site?  Is anyone targeting the vendor because of their ASP model and the data requirements of their product?

· Has there been any successful intrusion attempt in the last 12 months?  If so, what was the data compromised?[image: image1.png]
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